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S50RAING TRIUMPHS: HONDD LYBER DWLS' AEMARK-
RBLE FERTS Il THE LYBER S5ERS50N'S LATTER HALF

As we soar into the second half of the cyber season and welcome the dawn of a new year, it's with

great pride and excitement that we share the remarkable achievements of our incredible Hondo

Cyber Owls. Strap in for a thrilling ride through their journey in the world of cybersecurity.

In January 2023, the Hondo Cyber Owls Middle School team showcased their prowess by securing a
spot in the semi-finals of CyberPatriot XV. Comprising of team members Jessica (a.k.a. Boiled
Chicken), Ruby (a.k.a. Danger Chicken), and Brentyn (a.k.a. Flipper), our middle school team
emerged in the top 50% of all registered middle school teams. Their success is a testament to their

dedication and skill in navigating the challenges of the cyber world.

Following their CyberPatriot success, the Cyber Owls embarked on a thrilling exploration of Open-

Source Intelligence (OSINT), Steganography, Cryptography, and Web Exploitation. By participating

in the National Cryptologic Foundation’s #CyberChats cyber challenges, the team not only expand-
ed their knowledge but also clinched the #CyberChats Season 1 Group Prize. Dive deeper into their

journey in the upcoming newsletter.

During the summer, two of our outstanding team members, Sharon (a.k.a. Yarn Wizard) and Jessica
(a.k.a. Boiled Chicken), attended the CyberPatriot Standard and Advanced camps. These camps,
organized by the CyberTexas Foundation and hosted at the Institute of CyberSecurity & Innovation
(ICSI) in Northeast San Antonio, provided invaluable experiences. Boiled Chicken shares her in-

sights on the CyberPatriot Camps in an exclusive article in The Cyber Talon.

While our Cyber Owls may not be advancing to the CyberPatriot XVI semi-finals, we take pride in
the unwavering commitment demonstrated by each team member throughout this demanding com-
petition. Get ready for an exhilarating update — our team is embarking on a fresh journey with the
"Ethical Hacker" course offered on the Cisco Skills for All site. This 70-hour exploration features

web-based labs, providing a hands-on experience that is sure to elevate our team's skills.

A heartfelt thank you goes out to this year's Hondo Cyber Owls Team Sponsor, Inflow Logistics.
Your unwavering support is instrumental in our mission to prepare the next generation of cyber

professionals. Join us in expressing gratitude to our team sponsor for their invaluable contributions.

Special appreciation extends to our incredible Technical Mentor, Melisa Joyner, PhD, for imparting
knowledge and guidance in the intricate world of cybersecurity. We'd also like to extend our thanks
to our team host, Elsie Purcell, and the dedicated staff of the Hondo Public Library for providing a

space for our cyber competition team to thrive.

Remember to CYBER LIKE A VIKING!
-Head Coach Frank “The Cyber Viking” Hall
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TRIUMPH IN THE CYBER ARENA: HONDO CYBER OWL\S
SHINE IN #CYBERCHATS SEASON |

In a groundbreaking announcement in July 2023, the National Cryptolog-
ic Foundation proudly proclaimed the Hondo Cyber Owls as the victors
of the #CyberChats Season 1 Group Prize. This news reverberated
through the cybersecurity community, infusing excitement and pride as
the Hondo Cyber Owls secured their place in NCF's history.

The ensuing celebration was nothing short of spectacu-
lar, creating indelible memories for the team. Recogniz-
ing the Hondo Cyber Owls' outstanding achievement, —y
the NCF presented them with certificates and a range of |B
exciting prizes, including NCF t-shirts, wooden Caesar
Cipher decoder wheels, and commemorative certifi-
cates. The festivities culminated in a scrumptious pizza
party —an ideal way to revel in success and share mo-
ments of joy and camaraderie.

PRIZES FROM NCF

But the story doesn't end there; the Hondo Cyber Owls embarked on an even more exhila-
rating journey. The team had the unparalleled opportunity to virtually connect with Mr.
Mark S. Loepker, the esteemed NCF Edu-
cation Advisor, through a Zoom meeting.
Mr. Loepker personally extended his con-
gratulations to the Hondo Owls, elevating
the significance of their triumph. During
this enlightening Zoom meeting, Mr. Loe-
pker generously shared his invaluable ex-
periences and insights garnered from a
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distinguished career spanning the United
States Air Force, the National Security
Agency, and his current role at NCF.

The session was not only informative but also deeply inspiring. The Hondo Owls were
delighted when Mr. Loepker expressed admiration for their team logo, adding a personal
touch to the celebration. The team extends heartfelt thanks to Mr. Loepker for his time,
encouragement, and kind words.

The NCF deserves immense appreciation for orchestrating this remarkable experience.
While the gifts, certificates, and prizes were undeniably fantastic, the truly standout ele-
ment was the enlightening dialogue with Mr. Loepker. This encounter has rekindled a
passionate enthusiasm for cybersecurity among the Hondo Owls, motivating them to as-
pire to greater achievements in this dynamic field.

In closing, the Hondo Cyber Owls express their profound gratitude to the NCF for every-
thing —the certificates, prizes, pizza party, and the enlightening conversation with Mr.
Loepker.
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This year, I had the privilege of attending a CyberPatriot camp led by HANDS ON
Frank Hall and Josh Beck. Throughout the program, we learned about a PRACTICE

variety of topics including commands, firewalls, and cybercrime. We
studied various password policies, encryption techniques, and authenti- INCLUDED
cation methods that would prove crucial in the CyberPatriot competi- ciscCo

tion. Our hands on practice included Cisco labs where we learned how LABS
to ping other switches and competitions where we utilized the terminal WHERE

duced new concepts, and by day four, we were well-prepared to apply we

our knowledge in a competition designed to replicate the experience of LEARNED
an official CyberPatriot round. The camp was a pivotal learning experi- HOW T0O
ence that introduced new concepts and techniques. Those aspiring to PING

to remotely access and power down other computers. Each day intro-
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consider attending future camps.

CyberPatriot
Camp at iSCI
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In the ever-evolving landscape of cybersecurity,
#c berChats the Hondo Cyber Owls CyberPatriot team is
9 gearing up for the upcoming challenges with a
strategic advantage, thanks to their active in-
volvement in the National Cryptologic Foundation's (NCF) Podcast #CyberChats.

Spearheaded by the insightful Jennifer Langdon, this podcast delves into the minds of
cybersecurity leaders, academic experts, and high school students who are making

significant contributions to the industry.

What distinguishes #CyberChats is its unique approach —a cyber challenge accompa-
nies each episode, resembling a Capture the Flag competition. These challenges cover
specific areas like web exploitation, cryptography, steganography, and the utilization
of Open-Source Intelligence (OSINT). It's not merely a discussion; it's an opportunity

to acquire actionable skills.

In the current season, #CyberChats has raised the stakes by collaborating with Met-
aCTF, injecting an additional level of excitement into the challenges. With 2-3 ques-
tions per episode, varying in difficulty and points, MetaCTF introduces a live score-
board that keeps participants on their toes, highlighting their current standings. Team
camaraderie reaches its peak as members strive to surpass their coach's score, turning
it into a friendly yet intense competition.

As the Hondo Cyber Owls tackle the cyber challenges presented by #CyberChats and
MetaCTF, optimism runs high, and the
stakes are even higher. In the previous
season, the team secured the coveted
#CyberChats Group Team Award, earn-
ing them a well-deserved victory cele-
bration — complete with a pizza party,
an impressive swag box from NCF, and
a virtual conversation with Mr. Mark S.

II;?iePker, the esteemed NCF Education #CyberChat Challenge
visor. -

Now, with a new season on the horizon, the challenge is crystal clear: clinch the title
again and secure another triumph. Stay tuned for updates as the Cyber Owls embark
on this cybersecurity journey armed with knowledge gained from #CyberChats and a
burning desire to leave an indelible mark on the landscape of cyber excellence. May
the bits and bytes be ever in their favor!

For more information about the National Cryptologic Foundation’s #CyberChats Pod-
cast, visit http:/ /cryptologicfoundation.org/ podcast.
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The Vision

The vision of the Hondo Cyber Owls CyberPatriot pro-
gram is to promote cyber awareness, computer security
practices, and cyber ethics. All of these are essential at-
tributes for creating a secure network infrastructure,
teaching the students how to detect threats, and how to
defend against cyber-attacks in a safe virtual environ-
ment.

The skills and knowledge the students will gain from par-
ticipating in this program will give them an advantage to
obtain information technology certifications, scholar-
ships in computer related fields of study, and ultimately
provide an opportunity to start a great career in infor-
mation technology and cyber security.

The Mission

The mission of the Hondo Cyber Owls CyberPatriot
program is the proper instruction and implementation of
information technology principals and cyber security
practices. All students will be taught how to use various
operating systems, interconnecting network devices, and
how to secure the entire infrastructure. The students will
also be taught how to propetly use tools and methodolo-
gies to assess and troubleshoot problems that range from
inoperable workstations to misconfigured networking
equipment. These are the skills that will be necessary to
compete in the CyberPatriot competitions and will ena-
ble us to advance to each round and ultimately to the
national finals.




